MQAS

MAVERICK QUALITY ADVISORY SERVICES PRIVATE LIMITED
WEB SECURITY AUDIT CERTIFICATE

This is to certify that Central Research Institute Kasauli web application of Central Research Institute, Kasauli Dist Solan, Himachal
Pradesh-173204. has been tested & audited by MQAS. Herein, security audit was done for complete Application. MQAS reviewed the
fixes and observed to be compliant with requirements relating to security as per Cert-IN (Indian Computer Emergency Response
Team) guidelines.

Certificate No : MQAS/2024-25/558
Site URL : https://crikasaulinic.in/
Test URL : http://103.154.2.115/~kasaulitest/cmsadmin/login.php
Hash Value : 7d6ca01bf94557410ee2e57113fbdd19bccb6ae762a9a70cbd4589617f0074c89
Audit Date : 31" December 2024 to 11" February 2025

Conclusion:
Web Application is audited against vulnerabilities including OWASP 2021 Top 10 and is safe for hosting. Build of Site URL and Test
URL need to be identical.
Recommendation:
1. Write permission shall be granted on the folders of production server where files shall be uploaded for the given URL:
o https://crikasauli.nic.in/
2. Web server and OS hardening need to be in place for the production server.

Note: The certificate is valid till no additional changes in the Hash value or dynamic contents carried out or one year from the date of issue, whichever is earlier. The audit is
performed on Test URL. In case any threat is observed in production environment, the operation shall be stalled and intimation to be sent.
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